FIPS 140-2 Certification History - June 2015

FortiGate/FOS Versions Platforms Build Date

FortiOS 5.0.10 GA FG/FWF-60C (Cert #2366) b305 May 2015

FIPS 140-2 Level 2 FG/FWF-60D (Cert #2366) b305 May 2015
FG-80C (Cert #2366) b305 May 2015
FG-100D (Cert #2367) b305 May 2015
FG-200B (Cert #2367) b305 May 2015
FG-300C (Cert #2367) b305 May 2015
FG-600C (Cert #2367) b305 May 2015
FG-800C (Cert #2367) b305 May 2015
FG-1000C (Cert #2368) b305 May 2015
FG-1240B (Cert #2368) b305 May 2015
FG-1500D (Cert # 2369) b305 May 2015
FG-3140B (Cert #2368) b305 May 2015
FG-3240C (Cert #2368) b305 May 2015
FG-3600C (Cert #2371) b305 May 2015
FG-3700D (Cert # 2369) b305 May 2015
FG-3950B (Cert #2371) b305 May 2015
FG-5001A (Cert #2372) b305 May 2015
FG-5001B (Cert #2372) b305 May 2015
FG-5001C (Cert #2372) b305 May 2015
FG-5203B (Cert #2372) b305 May 2015
FG-5140B Chassis (Cert #2372) b305 May 2015

FortiOS 5.0.10 GA OS Level 1 (Cert #2370) b305 May 2015

FIPS 140-2 Level 1 **Note: Refer to the Level 1 Security Policy
for a complete list of certified models.

FortiOS 4.0 MR3 FG-60C (Cert #1951) b3830 June 2014

Special Branch (based on Patch 6) FG-80C (Cert #1951) b3830 June 2014

FIPS 140-2 Level 2 FG-110C (Cert #1951) b3830 June 2014
FG-200B (Cert #2011) b3830 June 2014
FG-300C (Cert #2011) b3830 June 2014
FG-310B (Cert #2011) b3830 June 2014
FG-600C (Cert #2011) b3830 June 2014
FG-620B (Cert #2011) b3830 June 2014
FG-1000C (Cert #1950) b3830 June 2014
FG-1240B (Cert #1950) b3830 June 2014
FG-3140B(Cert #1950) b3830 June 2014
FG-3950B (Cert # 2144) b3830 July 2014
FG-3951B (Cert #2144) b3830 July 2014
FG-5001 (Cert #2010) b3830 June 2014
FG-5001A (Cert #2010) b3830 June 2014
FG-5001B (Cert #2010) b3830 June 2014

FortiOS 4.0 MR3 OS Level (Cert #2179) b3830 July 2014

Special Branch (based on Patch 6)

FIPS 140-2 Level 1

FortiOS 4.0 MR3 OS Level (Cert #2179) b3767 June 2014

Special Branch (based on Patch 6)
FIPS 140-2 Level 1




FortiOS 4.0 MR3 FG-60C (Cert #1951) b3767 November 2013
Special Branch (based on Patch 6) FG-80C (Cert #1951) b3767 November 2013
FIPS 140-2 Level 2 FG-110C (Cert #1951) b3767 November 2013
FG-200B (Cert #2011) b3767 November 2013
FG-300C (Cert #2011) b3767 November 2013
FG-310B (Cert #2011) b3767 November 2013
FG-600C (Cert #2011) b3767 November 2013
FG-620B (Cert #2011) b3767 November 2013
FG-1000C (Cert #1950) b3767 November 2013
FG-1240B (Cert #1950) b3767 November 2013
FG-3140B(Cert #1950) b3767 November 2013
FG-3950B (Cert # 2144) b3767 May 2014
FG-3951B (Cert #2144) h3767 May 2014
FG-5001 (Cert #2010) b3767 November 2013
FG-5001A (Cert #2010) b3767 November 2013
FG-5001B (Cert #2010) b3767 November 2013
FortiOS 4.0 MR3 FG-60C (Cert #1832) b8892 November 2012
Special Branch (based on Patch 1) FG-110C (Cert #1832) b8892 November 2012
FIPS 140-2 Level 2 FG-111C (Cert #1832) b8892 November 2012
FG-200B (Cert #1834) b8892 November 2012
FG-310B (Cert #1834) b8892 November 2012
FG-620B (Cert #1834) b8892 November 2012
FG-1240B (Cert #1810) b8892 October 2012
FG-3140B (Cert #1810) b8892 October 2012
FG-3950B (Cert #1866) b8892 December 2012
FG-3951B (Cert #1866) b8892 December 2012
FG-5001SX (Cert #1830) b8892 November 2012
FG-5001A-DW (Cert #1830) b8892 November 2012
FG-5001A-SW (Cert #1830) b8892 November 2012
FG-5001B (Cert #1830) b8892 November 2012
FWF-60C (Cert #1852) b8892 November 2012
FortiOS 4.0 MR3 OS Level (Cert #1754) b8892 July 2012
Special Branch (based on Patch 1)
FIPS 140-2 Level 1
FortiOS 4.0 MR2 FG-80C (Cert #1585) b6359 July 2011
Special Branch FG-110C (Cert #1585) b6359
FIPS 140-2 Level 2 FG-111C (Cert #1585) b6359
FG-200B (Cert #1583) b6359
FG-300A (Cert #1583) b6359
FG-310B (Cert #1583) b6359
FG-311B (Cert #1583) b6359
FG-620B (Cert #1583) b6359
FG-800 (Cert #1583) b6359
FG-1240B (Cert #1584) b6341
FG-3016B (Cert #1584) b6341
FG-3600A (Cert #1584) b6341
FG-3810A (Cert #1584) b6341
FortiOS 4.0 MR2 OS Level (Cert #1431) b6341
Special Branch
FIPS 140-2 Level 1
FortiOS 4.0 OS Level (Cert #1401) b6204
Special Branch
FIPS 140-2 Level 1
FortiOS 3.0 MR7 FG-200A (Cert #1113) b8931
Special Branch FG-300A (Cert #1113) b8931
FIPS 140-2 Level 2 FG-500A (Cert #1113) b8931
FG-800 (Cert #1113) b8931
FG-1000A (Cert# 1161) b8931
FG-3600 (Cert# 1161) b8931
FG-5001SX (Cer# 1184) b8931
FG-5001FA2 (Cert# 1184) b8931




FortiOS 3.0 MR4 FG-50B (Cert #945) b8568
Special Branch FWF-50B (Cert #1095) b8802
FIPS 140-2 Level 2 FG-310B (Cert #1114) b8864
FG-3016B (Cert #1098) b8785
FG-3600A (Cert #1098) b8785
FG-3810A (Cert #1098) b8785
FG-5001A-DW (Cert #1126) b8864
FortiAnalyzer Versions Platforms
FortiAnalyzer 4.0 MR3 FAZ-4000B (Cert #2115) b3059 March 2014
Special Branch
FIPS 140-2 Level 2
FortiAnalyzer 4.0 MR3 OS Level (Cert #2105) b3059 March 2014
Special Branch
FIPS 140-2 Level 1
FortiAnalyzer 4.0 OS Level (Cert #1406) b6087
Special Branch
FIPS 140-2 Level 1
FortiManager Versions Platforms
n/a n/a n/a
FortiClient Versions Platforms
FortiClient 3.0 MR5 OS Level 1 (Cert #950) b4a70
Special Branch OS Level 2 (Cert #949)
FIPS 140-2 Level 1 and Level 2
FortiMail Versions Platforms
FortiMail 4.0 MR2 OS Level 1 (Cert #1706) b369 April 2012
4.0 MR2 GA FML-3000C (Cert #1707)
FIPS 140-2 Level 1 and Level 2
FortiMail 3.0 MR5 OS Level (Cert #1396) b529

Special Branch
FIPS 140-2 Level 1

Note that this document covers completed FIPS projects. See the FIPS roadmap documention for planned and in progress FIPS certifications.
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Common Criteria Certification History - June 2015

FortiGate/FOS Versions _ |Platforms Build Major Claims Protection Profiles Date
FortiOS 5.0.10 GA FG/FWF-60C FG-1500D b305 Fw Network Device Protection Profile June 2015
NDPP CC FG/FWF-60D FG-3140B IPv6 Version 1.1, July 25, 2007
FG-90D FG-3240C Stateful Traffic Filter Firewall Extended Package v1.0
FG-100D FG-3600C Version 1.0, June 8, 2013
FG-140D FG-3700D
FG-200D FG-3950B **Note: Other, older platforms are certified as well. Refer to the Security
FG-300C FG-5001A Target for a complete list.
FG-300D FG-5001B
FG-500D FG-5001C
FG-600C FG-5001D
FG-800C FG-5101C
FG-1000C FG-5203B
FG-1000D FG-5020 chassis
FG-1200D FG-5060 chassis
FG-1240B FG-5140B chassis
FortiOS 4.0 MR3 Patch 6 FG-40C FG-3140B b3830 Fw USG PP for Traffic Filter Firewall In Basic Robustness Environments January 2014
Special Branch FG-50B FG-3600A AV Version 1.1, July 25, 2007
CC EAL4+ FG-60C FG-3810A IPS USG PP for Application-level Firewall In Basic Robustness Environments
FG-80C FG-3950B WF Version 1.1, July 25, 2007
FG-110C FG-5001SX IPSec VPN Intrusion Detection System Sensor Protection Profile
FG-200B FG-5001A-DW SSL VPN Version 1.3, July 25, 2007
FG-300C FG-5001A-SW IPv6
FG-310B FG-5001B FortiToken
FG-600C FG-5140 chassis **Note: Other, older platforms are certified as well. Refer to the Security
FG-620B FWF-40C Target for a complete list.
FG-1000C FWF-50B
FG-1240B FWF-60C **Note: This certification includes the FortiGate-VM platform.
FG-3016B FWF-80C
FG-3040B FortiGate-VM
FortiOS 4.0 MR3 Patch 6 FG-40C FG-3140B b8963 Fw USG PP for Traffic Filter Firewall In Basic Robustness Environments April 2013
Special Branch FG-50B FG-3600A AV Version 1.1, July 25, 2007
CC EAL4+ FG-60C FG-3810A IPS USG PP for Application-level Firewall In Basic Robustness Environments
FG-80C FG-3950B WF Version 1.1, July 25, 2007
FG-110C FG-5001SX IPSec VPN Intrusion Detection System Sensor Protection Profile
FG-200B FG-5001A-DW SSL VPN Version 1.3, July 25, 2007
FG-300C FG-5001A-SW IPv6
FG-310B FG-5001B FortiToken
FG-600C FG-5140 chassis **Note: Other, older platforms are certified as well. Refer to the Security
FG-620B FWF-40C Target for a complete list.
FG-1000C FWF-50B
FG-1240B FWF-60C **Note: This certification includes the FortiGate-VM platform.
FG-3016B FWF-80C
FG-3040B FortiGate-VM
FortiOS 4.0 MR3 Patch 1 FG-50B FG-5001SX b8892 Fw USG PP for Traffic Filter Firewall In Basic Robustness Environments February 2012
Special Branch FG-60C FG-5001A-DW AV Version 1.1, July 25, 2007
CC EAL4+ FG-80C FG-5001A-SW IPS USG PP for Application-level Firewall In Basic Robustness Environments
FG-110C FG-5001B r1 WF Version 1.1, July 25, 2007
FG-200B FG-5140 chassis IPSec VPN Intrusion Detection System Sensor Protection Profile
FG-310B FWF-50B SSL VPN Version 1.3, July 25, 2007
FG-311B FWF-60C IPv6
FG-620B FWF-80C FortiToken
FG-1000A
FG-1240B r1
FG-3040B r1
FG-3140B r1

FG-3950B r1




FortiOS 4.0 MR2
Special Branch
CC EAL4+

FG-200B
FG-620B

b6443

FW only

USG PP for Traffic Filter Firewall In Basic Robustness Environments
Version 1.1, July 25, 2007

March 2011

FortiOS 4.0 MR2
Special Branch
CC EAL2+

FG-1240B

b6443

FW only

USG PP for Application-level Firewall In Basic Robustness Environments
Version 1.1, July 25, 2007

March 2011

FortiOS 3.0 MR4
Special Branch
CC EAL4+

FG-50B
FG-200A
FG-300A
FG-310B
FG-500A
FG-800
FG-1000A
FG-3016B

FG-3600
FG-3600A
FG-3810A
FG-5001SX
FG-5001FA2
FG-5001A-DW
FWF-50B

b8880

FW
AV
IPS
IPSec VPN

Intrusion Detection System Sensor Protection Profile
Version 1.2, April 27, 2005

November 2008

FortiAnalyzer Versions

Platforms

Build

Major Claims

Protection Profiles

Date

FortiAnalyzer 4.0 MR3

FAZ-1000C
FAZ-200D
FAZ-400B
FAZ-400C
FAZ-1000C
FAZ-2000B
FAZ-4000B

b3039

Logs
Reporting

n/a (no applicable PPs for the technology area)

June 2014

FortiAnalyzer 4.0 MR3

FAZ-1000C
FAZ-400B
FAZ-400C
FAZ-1000C
FAZ-2000B
FAZ-4000B

b691 (4.3.6 GA)

Logs
Reporting

n/a (no applicable PPs for the technology area)

January 2013

FortiMail Versions

Platforms

Build

Major Claims

Protection Profiles

Date

FortiMail 4.0 MR2

FML-100
FML-100C
FML-400
FML-400B
FML-2000A
FML-2000B
FML-3000C
FML-4000A

b379 (4.2.2 GA)

GW mode
TP mode

n/a (no applicable PPs for the technology area)

October 2011

FortiMail 3.0 MRS

FML-100
FML-400
FML-400B
FML-2000A
FML-4000A

b529

GW mode
TP mode

n/a (no applicable PPs for the technology area)

June 2010

Note that this document covers completed CC projects. See the CC roadmap documention for planned and in progress CC certifications.
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